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Abstract

Microkernelbasedsystemsendto depencheavilyonIPC.
This paperadresseghe problemof a systenresponsespan-
ning more than onetaskin an embeddedeal-timesystem.
Theapproad is basedon a mix of classicalresponsdime
analysisequationsand a graph basedapproach to estimate
theimpactof differentpartsof the systenonthetime needed
by the systento respond.This approac hasthe major ad-
vantage of beingintuitive.

1 Intr oduction

In real-timesystemheresponséo atriggeris considered
to be associatedavith a deadline by which the responsédas
to becompletedor acorrectoperationof theembeddedys-
tem. Sucha deadlineusually spansa setof processesWe
will uniformly usethetermtaskfor theseprocessesyithout
excludingthreads.Splitting the deadlinefor anactiity into
deadlinedor individual taskincreaseshe constraintsn the
schedulabilityanalysisand hencepotentiallyincreasepes-
simismof theanalysis.In this paperwe considerthis in the
contet of amicrokernel-baseénvironmentandmorespeci-

cly thePistachid6] implementatiorof thelL4 API.

The L4 kernelbasedon the initial work of Liedtke and
others[4] exhibits excellentperformancewhile retainingall
the main bene ts associatedvith a microkernel. Theseare
thesmallsize,taylorability to speci ¢ needsanalysabilityin
termsof functionalandtemporabehaiour[2], andminimis-
ing thescopeof deliberateattacksonor critical errorswithin
thesystem Becausef theirstructure systemslevelopedor
a microkernelarchitectureare usually heaily interprocess
communicationIPC) dependentaddingto the obsenation
above of deadlinespanningmultiple tasks.

This raisesthe issueof whatthe critical instantis. Due
to the IPC dependenstructureof the systemthecritical in-
stantis differentto the classicalinterpretatiorof the release
of all tasksat the sametime. The responsdime of anin-
dividual taskbecomeof at leastsecondaryelevance. The
prime concernis the responsdime of the activity, which is
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only loosly relatedto thatof a singletaskof theactivity. The
activity canbe seenas a logical threadof control through
the system. The temporaldependenciebetweentasksalso
provide a meango reducetheimpactof blockingto be con-
sideredvhenlookingatresponséimesundertheassumption
thatcritical sectionsareencapsulateth senertasks.

2 RelatedWork

The closestwork to whatwe presenin this paperis that
of Tindell [8]. The majordravbackof Tindell's approactis
theindividual analysisof all tasks,whichresultsin badscal-
ability of the analysis.Furthermoreghe assumptiorof x ed
offsetsusedto computeworst caseresponsdimesbecomes
impracticalin thethe context of a probabiliticapproach.

Kolloch hasshavn a graphbasedapproactin [5]. In his
work he mappeda speci cationin SDL to acommunicating
tasksystem.Themessages thissystemwouldtransporthe
end-to-enddeadlineof an actiity. Thesetransportediead-
lineswerethenusedo drivetheearliest-deadline- rssched-
uler. Despiteits advantageof having a uniform priority for
all taskswithin one systemresponsethe implementatiorof
the EDF scheduleraddssigni cant overhead. A two level
approachwasdescribedy FengandLiu in [3]. Theretasks
aredivided into mandatoryand non-mandatoryasks. The
non-mandatoryasksare usedto improve on the resultsof
the mandatorytasks. In that respectno hard real time re-
quirementsareplacedontothe non-mandatoryasks.

3 Graph BasedResponselime Analysis
3.1 L4 Pistachio Kernel

Pistachiois an high performanceamplementationof the
L4 microkernel API. It slightly deviatesfrom microkernel
idea of providing mechanismsbut not policies. Pistachio
implementsa e xible schedulingpolicy, which is partially
mirroredandimplementedn the IPC path. Thebaselings a
priority-basedound-robirmechanismTheschedulewould
pick thetaskswith the highestpriority andexecutethosefor
time slices basedon round robin. However, overlaid is a
mechanisnto work effectively in the presencef heavry IPC,
which is typical for microkernel-basedystems.Communi-
cationbetweentasksis consideredo be synchronousonly.
Thishasbeenchoserfor Pistachicasit removesalot of over
headin maintainingmessaggueuesMultiple IPC requests



aresortedin FIFO order Despitebeingconsiderednferior
to a priority basedrdering,we arguethatthe potentialaddi-
tional blockingtime justi es the performanceyainachiesed
by the simple ordering. A form of priority ceiling proto-
col is implementedby encapsulatingritical sectionsinside
a senertaskopposedo usinga semaphorevith the associ-
atedoverheadof implementingthe priority ceiling protocol
in the kernel. The sener taskis assignedhe samepriority
asthe highestpriority task calling this sener task. A side
effect of this implementationof priority ceiling is the fact
thatin the caseof multiple taskswaiting to enterthe critical
sectionsleadto the sener task servingall requestspefore
yieldingto thetaskwith the highestpriority of thosesened.

For a real-timeapplicationthe useof explicit time slice
donationandsemaphorekasto beruledout. However, since
theatomicoperationcanbe providedusingsenertasks this
seemso beaminorrestriction.

3.2 Activities

Activitiesarein generabescribedissystenresponseo a
systentriggerandinvolvesthe executionof the ISR, a setof
tasks,someof which might be optionalor alternatve (either
oneor anothersubsetanda setof operatingsystemcalls. If
an interruptserviceroutine (ISR), a task, or an OS system
call is part of morethanoneactivity, we will usecopiesof
theinstancesn our analysismodel.

Any actvity A; performedoy thesystemis consideredo
happerwith a minimuminter-arrival time T; andsubjectto
adeadlineD; . Besideghis, anactiity A; is associateavith
anworstcaseexecutiontime (WCET) C; andabasepriority
pj . The basepriority of anactvity is de ned asthe lowest
priority of ary taskof this actiity. From an analysispoint
of view it makeslittle differencewvhethersystemcallsor ISR
aretaskswith high prioritiesor OSservices.

3.3 Taskmodel

Eachtaskcommunicatiorhasto bedistinguishedetween
thefollowing types.If thecommunicatiorbetweertwo tasks
is paired,i.e. onetasksendsan|PC to the otherandreceves
a responsewe considerthis IPC sequencéo be a call. A
taskmaydo multiple calls,someof which mightbemutually
exclusive. Systemcalls areconsideredn similar fashionto
calls to othertasks. Another caseis a split in the control
o w, which meansa tasksendsan IPC to anothertaskand
thusproducesne-grainedconcurreng. By makingmultiple
sendoperations,an arbitrary numberof threadsof control
may be started. In the caseof multiple sendshesemay be
mutuallyexclusive. Severalof thesesplit control 0 ws may
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be joined by a taskwaiting for input of thosecontrol o ws.
Finally sometaskswill work asIPC sinks.Usuallythoseare
driving actuatorsnterfacingwith the embeddingsystem.A
task may be of morethanonetype; e.g. making calls and
operatingasIPC sink.

3.4 Task Precedence Graph

Thework of Kolloch [5] wasbasedn SDL, which needs
to addresghe stateof an SDL process.The notion of calls
doesnot exist in this model. As a resultwe introduceour
own taskprecedencgraph(TPG)syntaxin Figurel.

As notedpreviously somecommunicatiorfrom onetask
may be mutuallyexclusive. In orderto avoid excessie over-
estimationof responséimesit is considereessentiato take
this into account. In this context the main task node con-
tainsthe WCET of the sharedbit of code,which might be
in multiple sectiongrepresentetly asinglevalue),callsand
sendoperations,and links to alternatie subnodes. These
alternatve subnodesiredividedinto groupscontainingmu-
tually exclusive subnodes.In the caseof sucha subnode
againcontainingmutually exclusive partsthis is handledby
expandingthe subnodes.Joint subnodesare duplicatedso
eachalternatve subnoderepresentexactly one alternatie
withoutfurthersubdvision. This generatesnorecomplexity
thannecessarnyput thediscussiorof obtainingthe WCET for
actities in Section3.5becomesnoreclear The subactvi-
tiesformedby this areagainconsideredo be of the lowest
priority of ary taskinvolvedin it.

A task,which hasseveralreceve only operationswill be
calledjoining task or more speci cally of mutualexclusive
joining task or constructve joining task. Mutual exclusive
joining taskshappenwhena taskmay eitherreceve oneor
the otherinput to the samereceve call. Similar to sener
taskstheseareduplicated.Constructvejoining tasksneedall
input IPCsto operateandthusconnectto all sendingtasks.
Additionally therecould be anoptionaljoining receie case.
In this casealternatvesalongsidemutualexclusive sendop-
erationscanbe used.However, thisis notconsideredo bea
primeproblem. An exampleTPG canbefoundin Figure2
in Sectior4.

3.5 Construction of the WCET of an Activity

Opposedo [5] the systemis priority basedand cannot
asstraightforvardclip treesfrom thetaskprecedencegraph.
Thisis drivenby thefactthattheprioritiesarenotnecessarily
asuniformasin the caseof themessagbased=DF schedul-
ing algorithm(cf. Section2). It might be thatanalternative
subactvity beinglongerthanothermutuallyexclusive subac-
tivities, actuallyhasa lower priority andthusmaybesubject
to morepreemptiorby otheractiities. We assumehateach
activity hasadeadlinewhichis lessor equalto theminimum
inter-arrival time of triggeringevents.

For all actiities the following processhasto be carried
out. To distinguishit from its subactvities, we will call
this main activity. A more detaileddesriptionof this pro-
cessmay be foundin [7], which is an extendedversionof
this paper For all the subactvities, the WCET is summed
up. Eachgroupof mutually exclusive subactvities, which



exhibits the samepriority for all its subactities, is reduced
to the subactvity with the largestWCET. The groupswhich

have beendealtlike this, are considerednandatorypartin

computingthe WCET of main actiity. In mostcaseshis

will effectively remove ary mutually exclusive subactvity

groups which might exist.

The remainingsubactvity groupsarereduceddy remov-
ing ary subactvity from that group, which exhibit eithera
priority higherthenthesubactity having thelargestWCET
within thegroupor aWCET whichis smallerthantheWCET
of thesubactvity with thelowestpriority. Next ary mutually
exclusive subactvity groupsfor whichthepriority of thesub-
activity grouparethe sameor higherthanthelowestpriority
of the remainingelementsof the main actwity arereduced.
The reductionis againachiezed by removing all subactvi-
ties,which do nothave thelargestWCET withing thegroup.

Of eachgroup the subactvities with the minimal and
maximal priority is chosen. The groups are compared
whetherthe subactvity with the minimal priority is greater
than the subactvity with maximal priority in the other
Groupsin which all subactwities are higher priority than
anothergroup are also reducedaccordingthe WCET and
movedasmandatoryelemento themainactity.

All remaininggroupsneedto becompletelyexplored;i.e.
ary subtaskof onegroupneedsto be consideredwithin the
context of the othergroups. This leadsto a list of tuplesof
WCET and lowest usedpriority for eachactvity. Further
reductionwould at this stagebe possible put dueto practical
irrelevancewe will notdiscusst in this paper

3.6 Critical Instant

In this context the critical instantdeseres specialcon-
sideration. The baseassumptions that the trigger events
of all activities areindependentmeaningthatthe actiities
may be startedwith ary phasing.As the priorities of activ-
ities changewith the control passedhroughthe tasksit is
worthwhile to ponderto what degreeone actiity may in-

uence another Only taskswith a proirity greateror equal
to the basepriority of the actvity underconsideratiormay
prolongthe responsdime of this activity. In the caseof a
single control o w within the in uencing activity only one
chainof taskswith a greateror equalpriority will haveto be
accountedor. In thecaseof a split of thecontrol o w anor-
deringof executionmay be establishedndthusthe control
o w serialisedn termsof in uence analysisunlesshe split
subactities have the samepriority.

In the caseof a split of the control o w, eithera chainof
tasksof the actwitie's single control- ow portion may con-
tribute, or one chain of tasksper split of the control o w.
FurtherdependenciesiaybeusedJike x edorderingof the
executionof thesetasks,but this is beyondthe rigid mathe-
maticalrepresentationlt hasto be notedthat the startand
endtasksof anactivity needto be consideredogether

3.7 Response Time Analysis

For theresponsdime of anactivity, we needto consider
the impactof the otheractiities on the actvity undercon-
sideration.In a rst stepwe discussthe casefor an activity

which hasa single WCET and priority tuple describingit.
As discussedn the previoussectionary taskwith a priority
higherthanthe minimum priority of the actvity undercon-
siderationcould have animpact.

Thepriority of theactivity underconsideratior\; will be
weighedagainsthe priorities of all othertasks.Any taskor
subtaslkwith alower priority thanthis will beremovedfrom
the appropriateactivity diagramsfor this analysis. Besides
thetrivial casesf no nodesor all nodesof anactiity con-
tributing to the responséime of anotheythe caseof the part
actiities, the WCET will be estimatedusingthe algorithm
describedn Section3.5 appliedon all part actiities of an
actvity andthe largestof thosewill bedenotedC, . In the
caseof split control o w, eitheronepartactiity of thesingle
control o w portionor onepartactivity persplit control o w
needdo betakeninto accountor C, .

The impacting activities will be sortedinto two setsin
suchaway thatH (A;) containsactivities of sameor higher
priority thanA; andL (A;) containingthosewith lower pri-
ority. Similarto Tindellin [8] theresponsgimewill becom-

putediteratively.
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Theproof of this equatioris similar to the proofsof most
iteratively computedresponsdime analysisapproacheand
dueto spaceaestrictionsomittedfrom this paper In the case
of actwities startingand endingwith higher priorities and
operatingin lower onesduringthe mainoperationthe equa-
tion needsto beslightly modi ed. This is the casefor most
actuities, asthey tendto betriggeredby interruptsand po-
tentially use a high priority driver to accessactuators. In
thatrespectwe needto seewhetherthis applies. Assuming
we have C; °(p;) andC; E (pj) describingthe startandend
block WCET for anactivity A; with sameor higherpriority
thanp; . Shouldthestartblock startwith apriority lowerthan
p; thanC, S(p;) = 0 andlikewisefor C; E (pj). We needto

sortthecontentof L (A; ) into two setsdescribingheworst
impactof the eachactuity in this set.
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4 Exemplary Analysis

In this sectionwe gothroughasmallexample.Theexam-
pleis derivedfrom the OlympusAttitude andOrbital Control
System(AOCS)casestudydescribedn [1]. Thestructures
adaptedrom the SDL basedmodelof Kollochin [5]. All
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timesaregivenin milliseconds. The translationfrom Kol-
lochs model leadsto suboptimalpriority assignementsas

mary tasksendup with high prioritiesdueto dependencies.

The prioritieswereassignedn suchaway to assigneach
task the highestpriority of any acitvity it is partof. The
WCETSsin Table3 have beencomputedoy usingthe values
in Table2. It hasto be notedthat the executiontimes for
taskslike - for the usein for examplethe digital sunsen-
sor, hasheenmadeup of thetimesfor the commonpartplus
thealternatve exhibiting no furthersendoperation.Further
morethe partof thetriggeringinterruptshasbeenneglected
to keepthe exampleillustrative. However, their introduction
would be straightforward.

5 Conclusion

In this paperwe have demonstrate@n graphbasedap-
proachto responsetime analysisfor systems,where the
deadlinerequiredby the ervironmentspansa whole set of
tasks.It takesinto accountblocking andsystemcalls of the
tasks.It allows very ef cient analysisof systemsncorporat-
ing alargenumberof tasks while avoiding excessve overes-
timation. It speci cally takesinto accountwheretheimpact
of operatingsystemactvities like interruptserviceroutines
is mutuallyinclusive to blocking.

Task | 70 | 71 | ™ T3 T3;0,0 | 73;0;1 | T4 | T5
Prio. | 1 2 2 1 1 1 1 5
Ci 4 10 | 8 5 2 1 11| 12
Task | 76 | 7 77,00 | 77;0;1 | 78;0;,0 | 78;0;1 | 78 | T9
Prio. | 5 | 7 7 7 6 6 6 |0
G 6 7 4 3 3 2 10 | 5

Future work will focus on introduction of semaphores
while still maintainingthe goodestimationof the impactof
otheractuities in the system. Anotherareaof investigation
will bework towardsprobabilisticguarantees.
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Table 1. Periods, Priorities and Deadlines of

Activities

EventType | Period | Deadl. | Priority and Ai | WCET Impactof Activity R

Activity No. 1] 2]3]4]5]6]7
Critical WheelEvent | 10000 | 100 1 1131 - 4112 47
GyroscopeRaw Data | 100 100 2 2|18 31| - | 84|22 10| 97
IRESDataProcessing| 100 100 3 3|8 31| 18 4122 10 | 97
Telecommandg 190 190 4 414 31 - 22 57
ControlLaw | 200 200 5 5| 48 3136|164 - 10 | 145
Digital SunSensor| 1000 | 1000 | 6 6] 23 3136 16|4]48] - | 33] 191
CalibrateGyroscope| 1000 | 1000 | 7 733 313616448 23] - | 191

Table 3. WCETSs, Impact of other Activities and

Response Times for Activities



