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Abstract

MicrokernelbasedsystemstendtodependheavilyonIPC.
Thispaperadressestheproblemof a systemresponsespan-
ning more than onetask in an embeddedreal-timesystem.
Theapproach is basedon a mix of classicalresponsetime
analysisequationsanda graphbasedapproach to estimate
theimpactof differentpartsof thesystemonthetimeneeded
by thesystemto respond.Thisapproach hasthemajor ad-
vantageof beingintuitive.

1 Intr oduction

In real-timesystemtheresponseto a triggeris considered
to beassociatedwith a deadline,by which theresponsehas
to becompletedfor acorrectoperationof theembeddedsys-
tem. Sucha deadlineusuallyspansa setof processes.We
will uniformly usethetermtaskfor theseprocesses,without
excludingthreads.Splitting thedeadlinefor anactivity into
deadlinesfor individual taskincreasestheconstraintsin the
schedulabilityanalysisandhencepotentially increasespes-
simismof theanalysis.In this paperwe considerthis in the
context of amicrokernel-basedenvironmentandmorespeci-
�cly thePistachio[6] implementationof theL4 API.

The L4 kernelbasedon the initial work of Liedtke and
others[4] exhibits excellentperformancewhile retainingall
the main bene�ts associatedwith a microkernel. Theseare
thesmallsize,taylorability to speci�c needs,analysabilityin
termsof functionalandtemporalbehaviour [2], andminimis-
ing thescopeof deliberateattacksonor critical errorswithin
thesystem.Becauseof theirstructure,systemsdevelopedfor
a microkernelarchitectureareusuallyheavily inter-process
communication(IPC) dependent,addingto the observation
aboveof deadlinesspanningmultiple tasks.

This raisesthe issueof what the critical instantis. Due
to theIPC dependentstructureof thesystem,thecritical in-
stantis differentto theclassicalinterpretationof therelease
of all tasksat the sametime. The responsetime of an in-
dividual taskbecomesof at leastsecondaryrelevance. The
primeconcernis the responsetime of theactivity, which is
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only loosly relatedto thatof asingletaskof theactivity. The
activity can be seenas a logical threadof control through
the system.The temporaldependenciesbetweentasksalso
providea meansto reducetheimpactof blockingto becon-
sideredwhenlookingatresponsetimesundertheassumption
thatcritical sectionsareencapsulatedin server tasks.

2 RelatedWork

Theclosestwork to whatwe presentin this paperis that
of Tindell [8]. Themajordrawbackof Tindell's approachis
theindividualanalysisof all tasks,which resultsin badscal-
ability of theanalysis.Furthermoretheassumptionof �x ed
offsetsusedto computeworstcaseresponsetimesbecomes
impracticalin thethecontext of a probabiliticapproach.

Kolloch hasshown a graphbasedapproachin [5]. In his
work hemappeda speci�cationin SDL to a communicating
tasksystem.Themessagesin thissystemwouldtransportthe
end-to-enddeadlineof an activity. Thesetransporteddead-
lineswerethenusedto drivetheearliest-deadline-�rstsched-
uler. Despiteits advantageof having a uniform priority for
all taskswithin onesystemresponse,the implementationof
the EDF scheduleraddssigni�cant overhead. A two level
approachwasdescribedby FengandLiu in [3]. Theretasks
aredivided into mandatoryandnon-mandatorytasks. The
non-mandatorytasksareusedto improve on the resultsof
the mandatorytasks. In that respectno hard real time re-
quirementsareplacedontothenon-mandatorytasks.

3 Graph BasedResponseTime Analysis

3.1 L4 Pistachio Kernel
Pistachiois an high performanceimplementationof the

L4 microkernelAPI. It slightly deviatesfrom microkernel
idea of providing mechanisms,but not policies. Pistachio
implementsa �e xible schedulingpolicy, which is partially
mirroredandimplementedin theIPCpath.Thebaselineis a
priority-basedround-robinmechanism.Theschedulerwould
pick thetaskswith thehighestpriority andexecutethosefor
time slicesbasedon round robin. However, overlaid is a
mechanismto work effectively in thepresenceof heavy IPC,
which is typical for microkernel-basedsystems.Communi-
cationbetweentasksis consideredto be synchronousonly.
Thishasbeenchosenfor Pistachioasit removesalot of over-
headin maintainingmessagequeues.Multiple IPC requests



aresortedin FIFO order. Despitebeingconsideredinferior
to apriority basedordering,wearguethatthepotentialaddi-
tional blockingtime justi�es theperformancegainachieved
by the simple ordering. A form of priority ceiling proto-
col is implementedby encapsulatingcritical sectionsinside
a server taskopposedto usinga semaphorewith theassoci-
atedoverheadof implementingthe priority ceiling protocol
in the kernel. The server taskis assignedthe samepriority
as the highestpriority task calling this server task. A side
effect of this implementationof priority ceiling is the fact
that in thecaseof multiple taskswaiting to enterthecritical
sectionslead to the server taskservingall requests,before
yieldingto thetaskwith thehighestpriority of thoseserved.

For a real-timeapplicationthe useof explicit time slice
donationandsemaphoreshasto beruledout. However, since
theatomicoperationcanbeprovidedusingserver tasks,this
seemsto beaminor restriction.

3.2 Activities
Activitiesarein generaldescribedassystemresponseto a

systemtriggerandinvolvestheexecutionof theISR,asetof
tasks,someof which might beoptionalor alternative(either
oneor anothersubset)anda setof operatingsystemcalls. If
an interruptserviceroutine(ISR), a task,or an OS system
call is part of morethanoneactivity, we will usecopiesof
theinstancesin our analysismodel.

Any activity A j performedby thesystemis consideredto
happenwith a minimuminter-arrival time Tj andsubjectto
adeadlineD j . Besidesthis,anactivity A j is associatedwith
anworstcaseexecutiontime(WCET)Cj andabasepriority
pj . The basepriority of an activity is de�ned asthe lowest
priority of any taskof this activity. From an analysispoint
of view it makeslittle differencewhethersystemcallsor ISR
aretaskswith highprioritiesor OSservices.

3.3 Taskmodel
Eachtaskcommunicationhasto bedistinguishedbetween

thefollowing types.If thecommunicationbetweentwo tasks
is paired,i.e.onetasksendsanIPC to theotherandreceives
a response,we considerthis IPC sequenceto be a call. A
taskmaydomultiplecalls,someof whichmightbemutually
exclusive. Systemcalls areconsideredin similar fashionto
calls to other tasks. Another caseis a split in the control
�o w, which meansa tasksendsan IPC to anothertaskand
thusproduces�ne-grainedconcurrency. By makingmultiple
sendoperations,an arbitrary numberof threadsof control
may be started.In the caseof multiple sendsthesemay be
mutuallyexclusive. Severalof thesesplit control�o wsmay
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be joinedby a taskwaiting for input of thosecontrol �o ws.
Finally sometaskswill work asIPCsinks.Usuallythoseare
driving actuatorsinterfacingwith theembeddingsystem.A
task may be of more than one type; e.g. makingcalls and
operatingasIPCsink.

3.4 Task Precedence Graph
Thework of Kolloch [5] wasbasedonSDL, whichneeds

to addressthestateof an SDL process.The notion of calls
doesnot exist in this model. As a resultwe introduceour
own taskprecedencegraph(TPG)syntaxin Figure1.

As notedpreviously somecommunicationfrom onetask
maybemutuallyexclusive. In orderto avoid excessiveover-
estimationof responsetimesit is consideredessentialto take
this into account. In this context the main task nodecon-
tains the WCET of the sharedbit of code,which might be
in multiplesections(representedby asinglevalue),callsand
sendoperations,and links to alternative subnodes.These
alternative subnodesaredividedinto groupscontainingmu-
tually exclusive subnodes.In the caseof sucha subnode
againcontainingmutuallyexclusive partsthis is handledby
expandingthe subnodes.Joint subnodesare duplicatedso
eachalternative subnoderepresentsexactly onealternative
without furthersubdivision. Thisgeneratesmorecomplexity
thannecessary, but thediscussionof obtainingtheWCETfor
activities in Section3.5becomesmoreclear. Thesubactivi-
ties formedby this areagainconsideredto be of the lowest
priority of any taskinvolvedin it.

A task,which hasseveralreceive only operationswill be
calledjoining taskor morespeci�cally of mutualexclusive
joining taskor constructive joining task. Mutual exclusive
joining taskshappen,whena taskmayeitherreceive oneor
the other input to the samereceive call. Similar to server
taskstheseareduplicated.Constructivejoining tasksneedall
input IPCsto operateandthusconnectto all sendingtasks.
Additionally therecouldbeanoptionaljoining receivecase.
In this casealternativesalongsidemutualexclusivesendop-
erationscanbeused.However, this is not consideredto bea
primeproblem. An exampleTPGcanbefoundin Figure2
in Section4.

3.5 Construction of the WCET of an Activity
Opposedto [5] the systemis priority basedandcannot

asstraightforwardclip treesfrom thetaskprecedencegraph.
Thisis drivenby thefactthattheprioritiesarenotnecessarily
asuniformasin thecaseof themessagebasedEDFschedul-
ing algorithm(cf. Section2). It might be thatanalternative
subactivity beinglongerthanothermutuallyexclusivesubac-
tivities,actuallyhasa lowerpriority andthusmaybesubject
to morepreemptionby otheractivities. We assumethateach
activity hasadeadlinewhichis lessor equalto theminimum
inter-arrival timeof triggeringevents.

For all activities the following processhasto be carried
out. To distinguishit from its subactivities, we will call
this main activity. A more detaileddesriptionof this pro-
cessmay be found in [7], which is an extendedversionof
this paper. For all the subactivities, the WCET is summed
up. Eachgroupof mutually exclusive subactivities, which



exhibits thesamepriority for all its subactivities, is reduced
to thesubactivity with thelargestWCET. Thegroupswhich
have beendealt like this, areconsideredmandatorypart in
computingthe WCET of main activity. In mostcasesthis
will effectively remove any mutually exclusive subactivity
groups,whichmightexist.

Theremainingsubactivity groupsarereducedby remov-
ing any subactivity from that group,which exhibit eithera
priority higherthenthesubactivity having thelargestWCET
within thegrouporaWCETwhichissmallerthantheWCET
of thesubactivity with thelowestpriority. Next any mutually
exclusivesubactivity groupsfor whichthepriority of thesub-
activity grouparethesameor higherthanthelowestpriority
of the remainingelementsof themain activity arereduced.
The reductionis againachieved by removing all subactivi-
ties,whichdonothavethelargestWCETwithing thegroup.

Of eachgroup the subactivities with the minimal and
maximal priority is chosen. The groups are compared
whetherthe subactivity with the minimal priority is greater
than the subactivity with maximal priority in the other.
Groupsin which all subactivities are higher priority than
anothergroup are also reducedaccordingthe WCET and
movedasmandatoryelementto themainactivity.

All remaininggroupsneedto becompletelyexplored;i.e.
any subtaskof onegroupneedsto beconsideredwithin the
context of theothergroups.This leadsto a list of tuplesof
WCET and lowest usedpriority for eachactivity. Further
reductionwouldat thisstagebepossible,but dueto practical
irrelevancewe will notdiscussit in this paper.

3.6 Critical Instant
In this context the critical instantdeserves specialcon-

sideration. The baseassumptionis that the trigger events
of all activities are independent,meaningthat the activities
maybe startedwith any phasing.As theprioritiesof activ-
ities changewith the control passedthroughthe tasksit is
worthwhile to ponderto what degreeone activity may in-
�uence another. Only taskswith a proirity greateror equal
to the basepriority of the activity underconsiderationmay
prolongthe responsetime of this activity. In the caseof a
singlecontrol �o w within the in�uencing activity only one
chainof taskswith agreateror equalpriority will haveto be
accountedfor. In thecaseof asplit of thecontrol�o w anor-
deringof executionmaybeestablishedandthusthecontrol
�o w serialisedin termsof in�uence analysis,unlessthesplit
subactivitieshave thesamepriority.

In thecaseof a split of thecontrol �o w, eithera chainof
tasksof the activitie's singlecontrol-�ow portion may con-
tribute, or one chain of tasksper split of the control �o w.
Furtherdependenciesmaybeused,like �x edorderingof the
executionof thesetasks,but this is beyondtherigid mathe-
maticalrepresentation.It hasto be notedthat the startand
endtasksof anactivity needto beconsideredtogether.

3.7 Response Time Analysis
For theresponsetime of anactivity, we needto consider

the impactof the otheractivities on the activity undercon-
sideration.In a �rst stepwe discussthecasefor anactivity

which hasa single WCET andpriority tuple describingit.
As discussedin theprevioussectionany taskwith a priority
higherthantheminimumpriority of theactivity undercon-
siderationcouldhaveanimpact.

Thepriority of theactivity underconsiderationA f will be
weighedagainsttheprioritiesof all othertasks.Any taskor
subtaskwith a lower priority thanthis will beremovedfrom
the appropriateactivity diagramsfor this analysis.Besides
the trivial casesof no nodesor all nodesof anactivity con-
tributing to theresponsetime of another, thecaseof thepart
activities, the WCET will be estimatedusingthe algorithm
describedin Section3.5 appliedon all part activities of an
activity andthe largestof thosewill be denotedC �

l . In the
caseof split control�o w, eitheronepartactivity of thesingle
control�o w portionor onepartactivity persplit control�o w
needsto betakeninto accountfor C �

l .
The impactingactivities will be sortedinto two setsin

sucha way thatH (A j ) containsactivities of sameor higher
priority thanA j andL(A j ) containingthosewith lower pri-
ority. Similar to Tindell in [8] theresponsetimewill becom-
putediteratively.

Rn
j = Cj +

∑

8A h� H(A j)

⌈

Th

Rn � 1
j

⌉

∗ Ch +
∑

8A g � L(A j)

C �
g (1)

Theproofof this equationis similar to theproofsof most
iteratively computedresponsetime analysisapproachesand
dueto spacerestrictionsomittedfrom this paper. In thecase
of activities startingand endingwith higher priorities and
operatingin lower onesduringthemainoperationtheequa-
tion needsto beslightly modi�ed. This is thecasefor most
activities, asthey tendto be triggeredby interruptsandpo-
tentially usea high priority driver to accessactuators. In
that respectwe needto seewhetherthis applies.Assuming
we have C � S

f (pj ) andC � E
f (pj ) describingthestartandend

blockWCET for anactivity A f with sameor higherpriority
thanpj . Shouldthestartblockstartwith apriority lowerthan
pj thanC � S

f (pj ) = 0 andlikewisefor C � E
f (pj ). We needto

sortthecontentsof L (A j ) into two setsdescribingtheworst
impactof theeachactivity in this set.

φ = C
� S
f (pj ) + C

� E
f (pj ) (2)

M (Aj ) =
{

Af j (Af εL (Aj )) ^
(

φ � C
�
f

)}

(3)

L � (Aj ) =
{

Af j (Af εL (Aj )) ^
(

φ < C
�
f

)}

(4)

R
n
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∑
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⌈
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j

⌉
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∑

8 A g � L � ( A j )

C
�
g

+
∑

8 A e � M ( A j )

(

C
� S
f + C

� E
f

)

(5)

4 Exemplary Analysis

In thissectionwegothroughasmallexample.Theexam-
pleis derivedfrom theOlympusAttitudeandOrbitalControl
System(AOCS)casestudydescribedin [1]. Thestructureis
adaptedfrom the SDL basedmodelof Kolloch in [5]. All
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timesaregiven in milliseconds. The translationfrom Kol-
lochs model leadsto suboptimalpriority assignements,as
many tasksendupwith high prioritiesdueto dependencies.

Theprioritieswereassignedin sucha way to assigneach
task the highestpriority of any acitvity it is part of. The
WCETsin Table3 have beencomputedby usingthevalues
in Table 2. It hasto be notedthat the executiontimes for
taskslike � 7 for the usein for examplethe digital sunsen-
sor, hasbeenmadeupof thetimesfor thecommonpartplus
thealternativeexhibiting no furthersendoperation.Further-
morethepartof thetriggeringinterruptshasbeenneglected
to keeptheexampleillustrative. However, their introduction
wouldbestraightforward.

5 Conclusion

In this paperwe have demonstratedan graphbasedap-
proach to responsetime analysisfor systems,where the
deadlinerequiredby the environmentspansa whole setof
tasks.It takesinto accountblockingandsystemcallsof the
tasks.It allowsveryef�cient analysisof systemsincorporat-
ing alargenumberof tasks,while avoidingexcessiveoveres-
timation. It speci�cally takesinto accountwheretheimpact
of operatingsystemactivities like interruptserviceroutines
is mutuallyinclusive to blocking.

EventType Period Deadl. Priority and
Activity No.

Critical WheelEvent 10000 100 1
GyroscopeRaw Data 100 100 2

IRESDataProcessing 100 100 3
Telecommands 190 190 4

ControlLaw 200 200 5
Digital SunSensor 1000 1000 6

CalibrateGyroscope 1000 1000 7

Table 1. Periods, Priorities and Deadlines of
Activities

Task τ0 τ1 τ2 τ3 τ3;0;0 τ3;0;1 τ4 τ5

Prio. 1 2 2 1 1 1 1 5
Cj 4 10 8 5 2 1 11 12
Task τ6 τ7 τ7;0;0 τ7;0;1 τ8;0;0 τ8;0;1 τ8 τ9

Prio. 5 7 7 7 6 6 6 0
Cj 6 7 4 3 3 2 10 5

Table 2. Priorities and WCETs for all Tasks

Future work will focus on introduction of semaphores
while still maintainingthegoodestimationof the impactof
otheractivities in thesystem.Anotherareaof investigation
will bework towardsprobabilisticguarantees.

References

[1] A. Burns,A. Wellings,C. Bailey, andE. Fyfe. The Olympus
attitudeandorbital controlsystem:A casestudyin hardreal–
timesystemdesignandimplementation.In Adasansfrontiers,
Proc. of the 12th Ada–Europe Conf., LectureNotesin Com-
puterScience,pages19–35.Springer–Verlag,1993.

[2] F. Engel,G.Heiser, I. Kuz,S.M. Petters,andS.Ruocco.Oper-
atingsystemson SoCs:A goodidea?In EmbeddedReal-Time
SystemsImplementation(ERTSI2004)Workshop, Lisbon,Por-
tugal,Dec.2004.

[3] W.-C. FengandJ. W.-S.Liu. Algorithms for schedulingreal-
time taskswith input error and end-to-enddeadlines. IEEE
Transactionson Software Engineering, 23,1997.
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Ai WCET Impactof Activity Ri

1 2 3 4 5 6 7
1 31 - 4 12 47
2 18 31 - 8 4 22 10 97
3 8 31 18 - 4 22 10 97
4 4 31 - 22 57
5 48 31 36 16 4 - 10 145
6 23 31 36 16 4 48 - 33 191
7 33 31 36 16 4 48 23 - 191

Table 3. WCETs, Impact of other Activities and
Response Times for Activities


