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Abstract

A multi-server, multi-personality operating system has
often been seen as the holy grail of the micro-kernel based
systems research agenda. Unfortunately to date there have
been limited success in achieving this grand vision, and it is
no longer a hot-topic in the operating systems community,
despite a recent renaissance of micro-kernels in general.

In this paper I argue that new problems exist that moti-
vate the need for such an operating system structure, and
that recent advances in technology allow such a project to
succeed now, where it had failed in the past. Finally I out-
line a set of research to be undertaken to attack this prob-
lem.

1. Introduction

Workplace OS (WPOS) [FCT98, Raw97] was meant to
be the project that implemented IBM’s “Grand Unification
Theory of Operating Systems”. The aim of this ambitious
project was to use a microkernel based system design to
provide an operating system that could be used to support
a variety of operating system personalities, including Ta-
lOS [Mye95], OS/2, UNIX and a DOS/Windows 3.1 en-
vironment. Unfortunately the product did not live up to
expectations in terms of functionality or performance and
the project was cancelled, after an estimated expenditure of
$US2 billion.

Such a failure has led, on the whole, to a disinterest
in similarly structured operating systems, however with 10
years of collective experience and new motivations, I be-
lieve it is time once again to consider an operating system
structured in such a way.

One of the original motivations of WPOS was to pro-
vide a common software base, in the form of a microkernel,
across a range of devices from small PDAs to large paral-
lel processing machines. The benefit being a reduction in
engineering costs as only one code base need to be main-
tained over a large set of products. The range of products in

which full-featured CPUs are used has increased recently,
with products such as mobile phones, music players, and
games consoles all moving towards powerful processors,
running complex software stacks. The motivation to have
a common operating system base for a wide range of prod-
ucts is still strong in the community, and is best seen with
the wide range of processors on which Linux runs, and to
a lesser extent to variety on which the Windows platform
runs. It is clear that such code base reuse is still viewed as
important, however it is clear that achieving this does not
required a microkernel based design.

A similar motivation of the original work was to be
portable across platforms and CPUs. Although many of
the world’s desktops are now homogenised on the Intel
IA-32 processor architecture, there still exist a wide range
of different architectures and platforms including ARM,
MIPS, Itanium and PowerPC. Most of the major operat-
ing systems, including Linux, Mac OS X, and Windows are
portable across at least two architectures, and others such
NetBSD run on almost every processor and platform avail-
able. It is clear that portability is still an important facet for
today’s operating system, but once again traditional oper-
ating system structures have proved adequate in accommo-
dating this requirement.

Allowing the user to run applications designed for dif-
ferent operating systems was one of the most important fea-
tures of WPOS, and such multi-personality is still seen as
important today. Microsoft Windows supports a range of
personalities including DOS, native Windows and POSIX
[Cus93]. FreeBSD has a Linux emulation feature. The
WINE project for running Windows applications on top
of Linux is quite popular. A more heavyweight approach
which is often used to achieve this is running an alterna-
tive operating system through use of a simulator such as
VMWare or VirtualPC. While these approaches work they
incur high cost in both performance and maintenance re-
quired to manage the additional operating system.

While the reasons that motivated the original work on
multi-personality, multi-server operating systems stillexist



today, there are a number of new problems that I believe a
new operating system structure can help solve.

Robustness of operating systems is becoming more im-
portant. The monolithic approach to system design means
that almost all the new features to operating systems are
added to the kernel. Any code in the kernel runs without
protection and therefore any bugs are able to bring down
the whole system. The effects of this can range from a
bad user experience to financial loss due to down time
to more serious consequences where products are used in
safety-critical or life-critical applications. The increase in
the number of modules in the kernel also has the effect
of increasing unintended coupling of modules, leading to
an unmaintainable system [SJW+02]. Perhaps the worst
and most thoroughly documented problem here is device
drivers [CYC+01, SMLE02], which are often supplied by
third parties and are the most likely part of the system to
cause robustness problems. There have also been some ap-
proaches for isolating device drivers [LCFD+05, SBL03]
and appropriately structured isolation has been shown to
improve system robustness [SABL04]. Designing a full
multi-server operating system provides the opportunity to
increase the robustness of not just device drivers but other
system components as well, so that the effects of one failing
server are contained and applications and other servers are
not necessarily affected.

A related area to robustness is the security of systems.
Security can mean a lot of different things but one of
the highest visibility problems here is the proliferation of
viruses and malware which current operating systems fail
to adequately protect against. While viruses are perhaps
the biggest problems on single-user systems data security is
important on multi-user systems, such as shared network
servers. There are other less obvious multi-user devices
such as mobile phones, where the network provider con-
siders itself the primary user of the device and requires pro-
tection from the person using the device. A microkernel
based system provides the potential to reduce the trusted
computing base to a minimal size. Secure applications can
be developed in such a way that they limit themselves to
using servers they consider trustworthy.

Apart from the security concerns, resource management
is another important aspect of multi-user machines. This
problem is seen on shared servers where operating systems
have more or less failed to adequately isolate independent
users on the system and a virtual machine approach has be-
come popular way of overcoming this problem. The prob-
lem also manifests itself on embedded devices where there
are certain applications with soft and hard real-time require-
ments that need to be able to obtain an adequate share of the
machine to operate correctly. A microkernel based operat-
ing system should allow resources to be allocated among
entities at the lowest level.

A final motivation is the flexibility of the system. Ex-
isting monolithic systems provide a fixed interface and pro-
vide abstractions which are not always the most appropriate
for a given workload. Databases are often given as an exam-
ple of where the operating system gets in the way of what
the program really wants to do. Another example in the use
of virtual machines, where the underlying operating system
abstraction don’t map well to the virtual machine abstrac-
tion, and performance is often lost during the impedance
mismatch. A multi-personality operating system would al-
low different applications to run on a different personality.
For example you could have a dedicated JVM personality
used for running Java applications, running side by side
with a Linux personality for running normal applications.
A multi-server based system also provides the potential for
users to write and use their own extensions without the need
to escalate privileges and install the extension in the trusted
kernel. Appropriate flexibility can help contribute to overall
system security.

Improving the flexibility, robustness, security and re-
source management of operating systems while also provid-
ing multiple user APIs and portability provide the motiva-
tion for revisiting a microkernel based, multi-server, multi-
personality operating system.

2. Design
In attempting to explore whether a microkernel based,

multi-server, multi-personality operating system is feasible
and useful I plan to design and constructGrailOS, an oper-
ating system built with this structure.

GrailOS will support four different personalities:

• A native personality which will provide direct access
to servers through a high performance API.

• A Linux personality will provide binary compatibility
for Linux applications.

• A Windows personality for running Windows applica-
tions.

• A Java personality for running Java applications.

GrailOS will support three different architectures to
cover a range of different hardware environments:

• ARM will be used as a representative of the embedded
style computer.

• EM64T will be used as a representative of desktop
level computers.

• Itanium will be used as a representative of high perfor-
mance server level computers.

Figure 1 shows a very high level overview of the ba-
sic structure of the system. At the base is a microker-
nel which will be the only code to operate in privileged
mode. The microkernel used for this work will be either
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Figure 1. Overview of system structure

NICTA::Pistachio-embedded [NIC05] L4 implementation,
or the new implementation based on the seL4 [Elp04] API.
The microkernel is used to provide low level mechanisms
that deal directly with the hardware, including virtual mem-
ory, processes and threads.

The system address space contains the servers that im-
plement the multi-server operating system. These include
device drivers such as ethernet and disk. It also includes
important shared services such as file systems, and network
stacks. Also in the system address space are the personal-
ity servers which provide the functionality needed for each
of the different personalities supported. The processes for
each personality run on top of their respective personality
server.

From such a high level the project appears relatively
straight forward, unfortunately there are difficulties when
the detail is examined. In the following sections some of
the design problems that need to be overcome are listed.
This is by no means an exhaustive list, but is intended to
give the reader a better idea of some of the problems faced
in this endeavour.

2.1 Binary compatibility

One of the important things required when providing a
multi-personality OS is how to run existing binaries. For
this project we do not consider running binaries of differ-
ing instruction sets. The main problem is how to trap any
system calls the process might make and then emulate that
functionality. This one small problem opens a wide range
of possible implementation techniques, such as system call
redirection, system call trampolines, and binary rewriting.

2.2 Inter-server interfaces

Another important design decision to be made is how
to communicate and transfer data between the servers and

the processes themselves. Previous attempts at creating
multi-server operating systems have shown that the over-
head from extra context-switching has to potential to cause
serious overall performance problems. Previous work look-
ing at user-level device drivers showed that careful con-
struction of interfaces to avoid excessive context-switching
and data copying are imperative in achieving good perfor-
mance. Finding appropriate interfaces for communicating
between different servers such as file system, disk, and
buffer-cache are seen as being extremely important for the
success of the project.

2.3 Reuse of existing components

Although the overall system is being designed from
scratch, to have a useful and practical system, reusing ex-
isting components from existing operating systems is seen
as an important part of the project. Although most exist-
ing operating system are monolithic in nature they usually
posses some form of modularity in the form of loadable de-
vice drivers and other modules such as file systems. There
is a goal of designing system so that some of these modules
can be reused, increasing the range of features available.

2.4 Resource management on shared services

Although the microkernel provides a perfect base for
performing resource isolation of various subsystems, the
use of shared servers complicates things considerably. In
a naive implementation .

This section has provided an overview of the design of
GrailOS and provided details of some of the design difficul-
ties that will need to be overcome to produce a successful
system. The next section examines how the research will be
evaluated.

3. Evaluation

To determine whether this project is a success or not, a
number of experiments are proposed to test the various as-
pects of system and compare against existing systems. Ex-
periments are grouped by which aspects of the system is
being tested.

3.1 Performance

Although people are usually willing to give up some per-
formance in return for new features, they generally don’t
want to pay too much. The aim of this work is to be able to
have a less than 10% overhead on application performance.
Obviously there are a wide range of possible workloads, so
some of the macro level benchmarks to run will be: running
a kernel compile on Linux, running SpecJBB2000 on the
Java personality and running SpecWEB on Windows.

To get a better understanding of the performance charac-
teristics other micro-benchmarks experiments will also be
run including, bonny, iozone, lmbench, ipbench.



3.2 Resource Management

We want to show that we are able to provide the isola-
tion guarantees that we speculate that we can provide. To
do this we will run the macro-benchmarks as in the perfor-
mance evaluation, however rather than simply running one
copy we will run multiple copies each with a specified per-
centage of the system allocated to them. Success will be de-
fined as achieving performance within 5% of the allocated
resources.

3.3 Robustness

To check robustness we will use a fault injection tool
which perturbs components in the operating system. The
operating system should be able to recover from these faults
and allow user applications to continue operating.

3.4 Security

Security is a difficult thing to systematically benchmark.
One approach is a honeypot approach where it is exposed to
people attempting to break the security.

Other approaches involve intentionally creating security
holes in various components inside the operating system
and showing that the violation is restricted to a given com-
ponent or subsystem.

The amount of code in the trusted computer base will
also be used as a metric.

3.5 Flexibility

If the system is sufficiently general and flexible it should
be possible to implement and use a newly created system
personality without needing changes to the system and be-
ing able to reuse the existing services. To test this plan to
have a third party, likely an undergraduate student, attempt
to write a new personality for GrailOS. The system will be
evaluated on the number of serious changes required to the
design and implementation to accommodate the new per-
sonality.

4. Research Contribution

Many of the techniques I currently plan on using have
been reported by researchers before, however these tech-
niques are yet to be used together to produce a high-
performance, multi-server operating system. Showing that
building such a thing is possible i a significant contribution
in itself. However it is also expected, that while pursuing
this research new insights and techniques of system con-
struction will be found which will prove valuable to the op-
erating systems community as a whole.
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